B paHHOM ciyyae uHTepec npeactasaseT dyHKuma DllLoader, Kak fo Hee 40BpaTbca HAaNUCaHO TyT
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MpubaM3MB BUAHO, YTO TaM eCTb BbI30B GYHKLMM, MOXKHO Ha3BaTb ee LoadDll.
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mov lEax': [rsp+l]DSF+u;r_6B] I
mou [rsp+@D&h+var_B8], rax
i
il s =
loc_188827A5F :
xor eax, eax
cmp eax, 1
jz short loc_16880827AD0
I
v
il s
nov eax, dword ptr [rsp+BD8h+var_58]
nov dword ptr [rsp+BDBh+var_58+4], eax
Xor rod, rod ; int
lea r8, [rsp+BD8h+var_58+4] ; _ intéh
nov rdx, [rsp+@D8h+var_BB] ; void =
mov rcx, [rsp+BD8h+arg 8] ; void =
nov [rsp+OD8h+arg_8], rax
cmp [vsp+0BD8h+arg_0], @
jnz short loc_100027AAB
I )
v
il e =
loc_1008027AAB :
cmp duword ptr [rsp+BD8h+var_58+4], @
jnz short loc_188827AB7
I
]
il e 3 il e
jmp short lo
loc_108827AB7:
mou eax, dword ptr [rsp+8D8h+var_58+4]
mov rcx, [rsprBD8h+var_B8]
add rcx, rax
Crasum 6pef;lKI'IOMHT M CTapTyem OT/1aJ4HuK.
. . .- - . - . . = oo PP ——— |
ID.-'-\ view-RIP [ | Breakpoints | @Program Segmentation | 8k General registers &
'Eexﬁl:ggggggglggggz?ﬂ mov dgg"d EE" [rsp+BD8h+var_58+4] AI RAX 000000600B0ANLD0 w ~|oF 8
-text1: Xor rod, r . DF B
-text1:0000000100027A77 lea r8, [rsp+OD8h+uar_58+4] | (R0l 99000EARDL0AEAR0I Ly : ‘_l IF1
.text1:0008000100027A7F mou rdx, [rsp+BD8h+uar_BS] (B3 ELEIIITIIRIFCLTS 1> o[pERERmEiitEy - -
-text1:00000001008027A84 mov rcx, [rsp+@D8h+arg_0] RDX B00000BAB1BCAA8E w debugB22:00BBBB1 |op g
-text1:00000008100027A8C call LoadDLL RSI BOABOOOABABARAAG ~[2F1
-text1:0000000100027A%1 mov [rsp+OD8h+arg_B8], rax < I 5 AF 8
-text1:0000000180027A99 cnp [rsp+BD8h+arg_B], 8
-text1:00000801080027AA2 jnz short loc_108827ARB [ Modules g
-text1:0000000100027AA4 Xor eax, eax Path
-text1:0000008180827AA6 JITIP ].IJC_‘I 08027EB? @ C:\Windows\systemﬂ\kemel32.d|l
-text1:0008000108027AAB ; ——--—————--——---————--—oooo oo E‘E‘ ChiWindows\system32tuser32.dll
-text1:0060000100027AAB B CAWindows\system32\ntdil.dil
-text1:000000081080027AAB loc_180A27AAB: o Y P
-text1:0000000180027AAB cnp dword ptr [rsp+BDBh+uvar_58+4] 4 n +
-text1:00008081088027AB3 jnz short loc_1088827AB7
-text1:0000000100027ABS jmp short loc_1086827AD0
.text1:00080800108027ABT ; —————————————— 3] Threads &
-text1:0000000100027AB7 Decimal Hex State
-text1:0000000100027AB7 loc_108027AB7 : 1008 3F0 Ready
-text1:0000000100027AB7 mov eax, dword ptr [rsp+BD8h+var_
-text1:0000000180027ABE mov rcx, [rsp+BD8h+var_BE]
.text1:00000081000827AC3 add rcx, rax
00008A8C 0000000100027A8C: D11 lodaer+8C -
4 | 1 3
@ Hex View-1 g X @ Stack view a
3 BC 61 60 60 OO B0 B0 00 CC 01 6O 066 60 B0 p.—..... - | |000000000012F430 [l sTs el R kiR o)
3 80 68 61 60 B8 B0 6O @0 A8 6O BA 60 68 @8 | 060ABAABA773CE4A5 ntdll.d11:ntdll_Lc
T C6 61 60 B0 OO GO EO BF C6 61 B0 00 00 0O ~ ||ooeeE0000012F440 ©OO00000001835F0 debugBii: 000000001
3 A0 08 6@ 8@ BB BB A4 A2 36 BC 1C 36 81 38 |........ OPOPEAROAAT12F 448 BOAOARAOLANAAA62
1 AD BA BD FO AD BA ©D FO AD BA 6D FO AD BA .EH:.EH: 000000000012F450 0000000001BCO6BE0 debugd22:pooooooal
3 AD BA BD FA AD BA 6D FO AD BA BD FB AD BA  .EH}.EH} DPOPEAROAA12F458 OAAOAOAOBA12F4A8 Stack[ BOOAB3IFA] Al
3 AD BA BD FA AD BA @D FO AD BA BD FB AD BA .EH|.EH} OPOPAARAAA12FA60 OAARAAAO76D3IAB3C kernel32.d11:@66al
3 AD BA OD FB AD BA OD FO AD BA BD FO AD BA .EH}.EH} DPOPBABBAAT12F468 OAABAOBOBABBACFY
3 AD BA BD FA AD BA @D FO AD BA BD FB AD BA .EH|.EH} 0POPBANEAA12F4A70 O0AOOOAOBA1808088 debugBik:BBEBEGAAI
3 AD BA OD FO AD BA 6D FO AD BA OD FO AD BA .EH}.EH} 0BODBOO00G12F478 OOOODODOBADOOBOD
3AD BA OD FA AD BA 6D F@ AD BA BD FB AD BA .EH} .EH} 0BOPBANEAA12F48A OOAOOAAOBA12F4ER  Stack[ B00AB3FA] - Al




B peructpe RDX nexuT agapec Kyaa byaeT pacnakoBbiBaTbca Ann. EcTecTBeHHO coxpaHsaem 3TOT aapec.

HKmem F8.

LEeXT] I HUHHHYYT WUYZ FAGD mov
.text1:0000008180827A74 Xor
.text1:0060080681086827A77 lea
.text1:0000000100027A7F mov
.text1:0000008100827A84 mov

.text1:0000000100627A91 mov
.text1:00000001080827A99 cmp
.text1:00000881080027AR2 jnz
.text1:0860080681086827A04 xor
.text1:000000010800827AA6 jmp
.text1:00000068100027AA8 ;
.text1:0060086100027AAB

dword ptr |rsp+yb¥h+var_bB+a] .

r9d, r9d

8, [rsp+aD8h+uar_58+4]
rdx, [rsp+ODE8h+uar_B8]
rcx, [rsp+BDBh+arg 8

[rsptBD8h+arg_0], rax
[rsp+BDBh+arg_8], 8
short loc_1008827AAB
eax, eax
loc_100027EB9

.text1:0000000100027AAB loc_1000827AAB:

.text1:00000001000827AAB cmp
.text1:00000801080027AB3 jnz
.text1:0000088810806827ABS jmp

dword ptr [rsp+BDBh+var_58+4]
short loc_1088827aB7
short loc_1088827aADA

RAX 868000861 88BE9CD2
RBX GG8000BAAABOOG0A
RCKX 000000000 ABAAL AR
RDX 688000000 AB000EAA
RSI 68680000RAA00000G6
] 1

|£E| Modules

Path

E_-IE‘ ChProgram Files (x86)\Securl T Zlock
E_-,E‘ C:\Program Files (x86)\Common File
E_;E‘ C:\Program Files (x86)\SecurlT\Zlock

EAl CaiMin drssch cvecbann 374 karnal22 Al
4 m

W -pdat

.text1:0000000100027AB7 ; (%] Threads
text1:0000008100827ABY Decirnal Hex State
.text1:00000061080027AB7 loc_1080827AB7: Eﬂjﬂﬂs 3F0 Ready
.text1:0000000100027AB7 mou eax, dword ptr [rsp+OD8h+var_ [T 5644 160C Ready
.text1:0000000100827ABE mov rcx, [rsp+BD8h+var_B8]

text1:000000808188027AC3 add FCc¥, rax

J0005A%91 0000000100027A591: D11 lodaer+9l

4 UL 3

E Hex View-1 g x @ Stz
0popepeeIBCEO4Ae 7O 88 BC 61 00 0P 09 @9 60 6O CC 61 60 @0 BB @8 p.—....... looooo - ||BBBAE
f@aoeeeEIBECEES0 @9 00 00 OO 01 60 0P A0 OO0 OO 60 60 68 60 @8 BB ... .. ........... oaaBE
d@@o@oopiBECE050 E@ 6F CB 61 00 00 00 00 EO 6F CE 61 00 68 68 88 poT..... poT..... 0@eBE
H0o0@eee1BCHEE70 B0 00 90 00 00 00 00 60 A4 AZ 36 BC 1C 36 61 38 ........ aeé-.6.8 0oeBE
fgeeeeBO1BC BB 0 Eﬂ 5A 90 69 O3 00 60 99 04 00 90 B0 FF FF 08 688 HZP......... oo 0oeBE
f@aeeeeEIBECEE90 B8 00 00 OO0 OO OO OO GO 40 A0 OO OO OO O8 68 BB ... ..., E....... oaaBE
f@@o@ooEIBECE0AD B0 00 00 OO OO GO 0D OO 0O 0D OO0 00 0P 60 68 B8 ... ............. 0@eBE
0000PeeE1ECHBED B0 00 69 00 00 60 0P 00 OO0 90 60 60 08 61 @O B8 ................ 0oeBE
fopeAAABIECABCH  BE 1F BA BE BB B4 09 CD 21 B8 81 4C CD 21 54 68 ..]..+.=%-_L=*Th oaaBE
DApDOOPADIBCERDA 69 73 28 78 72 &F 67 72 61 6D 28 63 61 6E 6E 6F is program canno 0@eBE
GOOOAAABIECABES ¥4 28 62 65 28 72 75 6E 28 69 6E 28 44 4F 53 28 € be run in DOS 0oeBE

Tenepb B RCX nexxut pasmep ann.

Tenepb 3anyckaem Task-Explorerx64 . Boibupaem Dump Region, yKasbiBaeM afipec COXpPaHEHHbI paHee

n pasmep 13 RCX. CoxpaHuTb Kak ann. Bee.



