Orthodox / Team ICU

Unpacking PC Guard (Properly)

For this tutorial we will unpack the target itself. The target can be found at:
http://www.sofpro.com/

Tools:

-Olly

-Lord PE
-ImportREC

I have read a couple of tutorials regarding PC Guard, and I followed them and
found OEP and fixed the imports easily, but when I tried to use my dump it was
unusable, the application always crash when | wanted to use some functions. So | traced
my dump and found out where application was crashing. It crashed on a call to virtual
memory. | tried different options to dump that section and add it to my dump. | also fixed
it to a correct offset, but application always crash. So traced original to that call and find
out that PC Guard decrypts code on the fly and just before the RET command there is
another call that encrypts it again. So to properly dump it we have to trace original and
after it decrypts its code we need to binary copy and paste it to our dump and NOP
decrypts and encrypts calls.

Enough talking lets start:

-1f we scan application with PE ID we get:

e Sy
PEID v0.94 E]
File: | C:\Program Files\PC Guard For Win32 ¥5 DEMOhpogwind2 . exe
Entrypoint: | 00044000 EP Section: ﬂ
File Offset: | 0O0SE0O0 First Bytes: |FC,55,50,E3 | > |
Linker Info: | 6.0 Subsystem: |Win3z Gl ﬂ

PC-Guard 5.0 - = Blagoje Ceklic
Mulki Scan Task viewer Cptions About | Exik |

v Stay on top ﬂ j




-Set Olly options: Load application in Olly

Commands
Security

Digazm | CPU

Debug

Fegizters | Stack

Eventz | Ewception: | Trace SFx

Analyzis 1
Strings

I T4 Igr‘u:u[e memory access violations in KERMEL32

|ghore [pass to program) following exceptiong:

[MT3 breaks

[]5ingle-step break
[ ] Memary access violation
[] Integer division by 0

[ Irwalid or privileged instruction

[] 4l FPU exceptions

[ ]lgnare alzo following custom exceptions or ranges;

00000aaad .. FFFFFFFF

Analyziz 2 || Analysis 3

Addrezzes

[ Add range

[ Delete zelection

]

| oK

][ Urdo ] [ Cancel ]

-Load application in Olly and we are on EP of PC Guard;

E
[€]

FPavzed

S x| w1 w4 ¥l 2| » L|E[M/T|WH|

BE4A4E16 (~ EB

BE4A4E12 25 4BEBB132E
gE4p4a10 FFE&
BE4A481F BEG1 B3
BE4A4E:22 3558 41
BE4A4E2E5 BEEE
BE4A4E2 7 B1EZ
BE4A4E29 [=15]

BE4A4E2A EZ2 B268888E
BE4A4E2F OZEE
BE4R4821 BESE EBE
BE4A4E34 A143 48
BE84A4E37 |~ EB @1
BE4A4E29 25 FFEBEYE1
BE4A4E3E ZBEZ
BE4A4E4E aC

BE4A4a41 |~ EB 81
BE4A4E42 05 20
BE4R4845 |~ EBE 81
aEa4A484 7 BESS 68
BE4A484H ES A3888888

JHP SHORT BE4A4819

“OR ERX, 2601EB48

JHF _ERE=

OFR_ESF,OWORD FPTR OS:[ECK-43]
CHF BYTE PTR DS:[ERx+411,0L
AOD EL,CH

AOD EB:,ESP E%

PUSHAD

CALL B84R4R32

SHR BL,CL

OFR EBEs,DWORD PTR DS:[EAX-15]
AOD DWORD PTR D5: [ERR+481,ECHK
JHMP SHORT B64A483R

#0R ERX, 6 1EVEGFF

SUE EBP,ERX

PUSHFD

JHP SHORT B@4A4644

AAD 20

JMP SHORT B@4R4842
OF EE:#, OWORD PTR DOS5: [ERX+5E]
CALL dadndnsz

Hddress |Hex dump Disassembly Coampr
FC CLO

BE4A48E1 E5 FUSH EEF

BE4A4EEZ [=15] PUSH ERX

BE4H4EET ES BE@@a@naas CALL B84RA4883

BE4H4EES 50 FOF EEF

BEGH4EED [=15] FUSHAD

BEdH4EER ES B3REEBEE CALL A84R4812

BE4H4EEF S3EE BE SUE EBX, BE

HE4A4E12 |~ EB 81 JMP SHORT E84A4H15

BE4R4814 OF AL,5&




-We will use exceptions to reach OEP. So press Shift+F9 and count exceptions. We
pressed 13 times Shift+F9 and application starts. So now count 12 exceptions and go in

memory map and on code section set memory break point on access:

B ZHEEIE
BO3EAGAE
BBZCAGAG
BBIEABAG
BB3FAEAE
14 GG
G4 1 G616
9435000
B84 3AEAE
BB454E00
B34 CABAG
BEGSAGAG
BEGFEEAE
GIEIE AEIEIENE
BIESFEEEE
BIESEEEEE
BB3CHEHE
BRIEREAE
E3FAEAE
BEABAEAG
R 1 AEAE
71ARAEAE
71AA1 GG
71AASEEE
71AREEAE
71AATEAE
71ABAEAE
71AB166G
71AC4Ea0

[alafalab Rata o]
BIAEE1 AEE
BIAE 1 A0
BRG] A
A ARG
GGG 1 G
BIENEI 3 I
BEEESAHE
B0 1 FIEEE
BIRESAEE
BREEAAE
BAGEZ ARG
21 B3AEE
BIBEFE GGG
BIEIE SEEE
BIREECEEE
B8 1 5000
BIAGE1 G55
BAEEZAEE
BAAEZAAE
B BRAAE
BAEE1 A5G
GGG IEHE
GGG 1 EIEIE
BIEEE1 250
BIAGE1 G55
BIAGE1 AEE
BIAE 1 3060
BAAE1 AEE | LI

pogW in 32
pocawin32
pigW in3Z
pcgW in32
pogw in3z

WSZHELP
WS2HELP

~LEHTE
.data
S ELT
e loc

~tent
.data

v
P iw
P iw
P iw
Priw
FE header Imag
code T
code, data
code
code, impox

Ackualize

YWiew in Disassembler
Durnp in CPU

Durmp

Search

Set break-on-access

PE header
code, impoxr
code, data
ciode, resoy
code, re log
FE header
code, impox
cnqe.data

Set memory
Set access
Allocate Mermory
Free Memmory

And we are on OEP:

Tem Blome m

Sek memory jgakpuint on access
akpoint on wrike

ioe™

Ctrl+B

Fz

* - [CPLY - main thread, module pcgwin32]
@ File Miew Debug Plugins Options  Window  Help
Pased [ Bl X] wN] B4 ¥4 2] ] v]E[m|T]w]H|c|EIK[FIR]
Address | Hex dump Dizsassembly Comment
EE FUSH EEF
BE4200CE SEBEC Hal EBF, ESP
BE4200CT &A FF FUSH -1
BE4200C9 &2 EAS74308 FUSH @842387ER
BE4200CE &2 C4CF4208 FUSH B842CFC4
BE420002 &4:Al OEEEREEE MOL ERX, DWORD PTR FS:L[@&l
Ba42p00% =s] FUSH ERX
AE4Z000A | 64: 8925 AADEEEEE MOy DWORD FTR FS:[@1,ESF
BE4200E1 S3EC Bg SUE ESFP, 52
BE4200E4 =] FUSH EE=X
HE4200ES =) FUSH ESI
AE4200ES 57 FUSH EDI
BE4200EY 8965 ES MOL OWORD PTE SS:[EBP-121,ESP
BE4200EA FF15 145143068 CALL DWORD PTR DS:=C4351141] kernel22.GetUersion
Ba42D0Fa 23302 #OR EDX, EOX
BE4200F 2 2A04 MO DL.AH



Dump it with Olly dump plug in:

=

OlyDump - pcewin32 exe

Start Addrefy | 400000 Sige:  BLOOD

Entry Pointk: A4000 -+ Modify: | 20DC4 Get EIP az EIEF'] I Cancel ]

Eaze of Code; | 1000 Base of Data; | 35000

Fir Faw Size & Offzet of Dump Image
Sect.. | Wirtual Size | Mirtual Off.. | Raw Size Faw Offzet | Charactariz...
00033628 Q000 qao Q0033628 0000 aao EQ00o020
Q0004488 Q0035000 00004483 00035000 COooo040
10019620 Q0034000 10019520 00034000 CO0oo040
Q0osa000 Q0054000 Q0063000 00054000 EQ000040

[ 1 Rebuild Import
(%) Method] ; Search JMP[API] | CALL[API] in memary image
() Method? ; Search DLL & API name sting in dumped file




And fix the imports:

£ Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach ta an Active Procesz

|c::"~prn:ngran'l«-@es'\pc guard for win32 v& demo\pegwind2.exe [D0000BE 4) j Fick DLL
Imparted Functions Found

+- advapi 32 dll FT hunk: 000352000 HbFune: B [decimal:&] walidYES ) Shaw Ireealid

+- comct3Z2. dll FThunk: 00035071 C HbFune: 3 [decimal: 3] validYES

+- gdid2. dll FThunk:0003502C MbFunc:S [decimal: 3] walidvES Show Suspect

+1- imagehlp.dll FThunk: 00035054 MEFunc:1 [decimal: 1] validYES

+- kemel32.dll FThunk: 0003505C MBFunc: 20 [decimal: 45) validYES

+- kermnel32.dll FThunk: 00035114 MBFunc: 1A [decimal 26] valid YES Auta Trace

+1- zhell32.dll FThunk: 00035188 MBFune: 3 [decimal: 3] walidYES

+- ugerd2 dil FThunk: 00035198 NbFunc: 34 [decimal 52] validYES 1

+1- version.dl FThurk:0003526C NbFunc: 3 (decimal:3) valid YES | Clear Imports

Log

Current imporks:
£ [decimal:10) valid madule[s] [added: +2 [decimal+2)) Clear Log
96 [decimal: 150) imported function(z]. [added: -2 [decimal:-2]]
[0 [decimal:0) unresolved pointer(z]] [added: -2 [decimal:-2]]

T

Congratulationz! There iz no maore invalid pointer, o the guestion iz Wil it wark? -] V

AT Infos needad MNew Import Infos [IID+A5CI+LOADER) Optians
OEP [0002DDC4  IAT AuoSearch | | mys [00000000 Size [O0DDDETE
Fisd, |EIEIEI35EIEIEI Size |EIEIEIEIEIEEE W Add new section flon
Load Tree | Save Tree| et |mparts | Fix Durmp | S

There are 2 invalid which I cut it out. If we try to launch our dump we will see that
applications starts, but if we try to use it:

@ PC Guard for Win32 - [Untitled. pri]

File Project  Ackivation Help
Be &ckreation panel f
__J o g e ~ o.-

We will see that it’s not good and application crashes. After tracing my dump I found the
call where it crashes;




BE411005| 57 FPUSH EDI
BE411005) &2 CREZEAER PUSH 2C2
68411008, EZ2 EB4BECEA CALL 8a30&9CE

BG4110EE(~ 77 E4 JA SHORT GEG_, 66411006
@E4110E2| 5C INS EYTE FTR ES:LEDII,DH [0 conmand
gm4110ES|  3E:FC ELD

Superf luous prefin

If we follow the call in dump we get;

E

]
S x| »lI| %% L] 4 % LIE|M|T|WH|C|/|K|B|R|.|S]|

BES0EICE FE

Unknown command

BES0CC EE OUT i, AL I-0 command
BaA30e2C0|  FE (77 Unknown command
pOS0GICE| EE GUT 03¢, AL 170 connand

While in original exe we have;

& - [CPU - main thread]
IE File Wiew Debug Plugins Options ‘Window Help

Pased |4 %] W[N] Wil ¥ ¥4 3 4] L|E[M/T|w]

Address |Hex dump Disassembly
BASOESCE [=15] PLUSHAD

BES0SSCT & PUSHAD

BES0EIC0 ES 83880880 CALL 8890&205
BES0E302 S3EE BE SUE EE, BE
ge30c308 |~ EB o1 AP SHORT 2ps06908

It points to virtual memory. If we put hardware breakpoint on 009D69CB in original and
run application and try again Activation panel we will stop on our breakpoint. Go on
stack window and follow in disassmbler:

a0 ko Expression Ckrl4+G
Fnllnw%Disassemhler Enter
Follows itt Dump

Appearance L4

6641 10E8 | RETURH to pEawTmess el TOEE Fiom HeaOEsseE
HEEERZCE

And we are here;

B4 1 1L =14 HU=H EUL

BE41 100 &2 CoE2EREAE PUSH 2C2

AE41100E E2 EB4BECHA CALL 8a30&9CE

Ba4110E8 | ~-77 E4 JA SHORT @E4110CE
aa4110E2 aC IMNS EYTE PTR ES:[EDIT, D=
Ba4110E3 3E:FC CLO

So put another hardware breakpoint on 00411DEO. Also now ignore all exceptions in
Olly options and run application, and we stop at second hardware breakpoint:



L LUt Pl rJon col

BE841 1005 a7 FUSH EDI

EE41 1006 &8 CoBzEaas FUSH 2C3
41 1008 ES EEB4BECEE CALL Ba30&3CE
SB35 185243268 MO ESI, DWORD PTRE D5:[435218] USER32. SetDlaltenTesthA
HiE41 10ES &8 ECHE458E8 FUSH @84565EC ASCII "Features H1™
|84 1 1DER &8 EEB4B868 FUSH 45E
a@d110F&E FF35 CEE&44@E FUSH DWORO FTR DS: [44EGCE]
BE41 10Fs FFDE& CALL ESI
a0¢110rS| s Gomedsen PlsH aadsase2 ASCII "Feature 62"

We can see that code has changed (It gets decrypted) and we can read it. If we scroll
down we will see another call to virtual memory:

HE41 2890 Bl FUSH ERX

BE41 2E9E &3 &FE4Eana FUSH 4&F

biE4 1 28Ra FF35 C2Ecd4400 FUSH OWORD PTR D5:LC44E&CE]
BE4 1 2ERG FFD& CHLL ESI

B4 1 2ERS 58 CEEZE0EE FUSH 2C&

BHiE41 28A0 ES EB4RASCEHA CHLL B&30sBEea0

B4 1 28E2 EF FOF EOI

HiE4 1 26E2 EE FOF ESI

HiE4 12884 EB FOF EBX

oodizags| 3 RET

I tried it and it encrypts the code again. To properly fix our dump we need to binary copy
from original when the code gets decrypted (When we are on our second hardware
breakpoint). We have to fix all call which means original application has to execute that
code in order to get decrypted so we can copy it to our dump.

So when we are on our hardware breakpoint in virtual memory we have to right click on
stack and follow in disassembler and put second hardware break point for all these calls:

0040D868 E800935C00 CALL 003F6B6D
0040F7D6 E8 9273FEFF CALL 003F6B6D
00411DDB E8 EB4B5C00 CALL 003F69CB
00411BCA E8FC4D5C00 CALL 003F69CB
0040D916 E8 BO9OFEFF CALL 003F69CB
0040DCDD E8 E98CFEFF CALL 003F69CB
0040EOBO EB8 1689FEFF CALL 003F69CB
0040E920 EB8 AG80OFEFF CALL 003F69CB
0040EA8B E8 3B7FFEFF CALL 003F69CB
0040D80C E8 BA91FEFF CALL 003F69CB
0040F647 E8 7F/3FEFF CALL 003F69CB
0040FD1D E8 A96CFEFF CALL 003F69CB
0040FB8C E8 3A6EFEFF CALL 003F69CB
0040FAE6 E8 EO6EFEFF CALL 003F69CB
0040FA42 EB8 846FFEFF CALL 003F69CB
0040F36A E85CT76FEFF CALL 003F69CB
00410000 EB8 C669FEFF CALL 003F69CB
0040EFE3 EB8 E379FEFF CALL 003F69CB



There are also 2 calls that never gets executed. | tried different stuff in original
application and couldn’t get them executed,;

00411BCA E8 FC4D5C00 CALL 003F69CB
004120AD E8 BB4A5C00 CALL 003F69CB

After we copied all code and paste it to our dump bellow decryption code we still need to
NOP all decryptions and encryptions call in our dump and also every PUSH command
before all decryptions and encryptions call, so we don’t have a stack problem in our

dump.

Decryption PUSH and CALL that are NOP-ed :

Ba41 1003
BE41 1004
BE41 1005
BE41 1006
BE41 1007
BE41 1002
@841 1002
B84 1 1008
BE41 100
aE41100C
BE41 1000
BE41 100E
BE41 100F
aa4110DEA
8841 10E6G
B84 1 10EE
BE41 10FE
BE4110FE
BE4110F2
BE4110F0
AR411FR?

-5

o[

SB3L 1852438
653 ECAS45aA
63 SEA4888a
FF35 CEEEddA

FFD&

58 HZE64588
&8 EFa406aa
FFAE MRFA44R

P

PUSH EEX
FUSH ESI
PUSH EDI

MOY ESI,OWORD FPTR DS:[<&user32.SetDlalt

PUSH pogwin32. B84585EC
FLUEH SEERD FTR DS:[44EECE]
PLUSH Egéwin32.88458582
PlISH gﬁﬁnn PTR NS:rd44rFArsn

Encryption PUSH and CALL that are NOP-ed :

I | Sk
BE41269A7
B84 126838
BE41268R8
BE4 1 268R6
BE412EA2
BE4126A2
BE4126AR
BE4126AE
B84 1 268AC
B84 1268A0
BE4 1 2E8RE
BE4 1 ZEAF
BE4 12688
BE4126E81
BE412682
BE412682
B84 12084
B4 128E5

A A4 e

S5 MEEEE S
sa

53 cFa4a8aa
FFSE CEE&448

HIL EHA , SEEE

PUSH ERX

PUSH 4eF

PUSH DWORD PTR D5: [44EGCE]
CALL ESI

USERZZ2.SetOlgltenTentH
Ternt = "Feature 1"
ControlID = 45E (1118.)
hllnd = AEEDALFC
SetOlaltemTertR
Tent = "Feature b2
rtnntrnlID = 4BF (1119.1
hhlnd = ARANATTT

hlind = BEE0E17C

Check
[ButtonID = 46F (1135.]
CheckOlgButton

When you save all changes and run application we can see that runs nicely.



Orthodox / Team ICU 2007
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