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Yactb 16. Mpumep cnaboin kpuntorpadum B apk.

WndposaHue. MprmeHeHMe cnabbiX KOMMIOHEHTOB CUCTEMbI (K/TOYe, anropuTMOB), 60 KX
KOMBUHaLWIA.
KoanpoBaHune — He WwidpoBaHMe.

Mpumep 1. Cnabbi xew: MD5. [laBHO ycTapen 1 C BbICOKOW BEPOATHOCTBIO MOXHO MOAY4YUTb MaTepuan
JAtOLLINIA TaKoe Xe 3HayeHue.,

Mpumep 2. base64. KognposaHne — He WnPpoBaHme. HeT cekpeTHOro KOMMOHeHTa.

Mpumep 3. KpuBble pykun: cekpeT ¢ukcnmpoBaH 1 BLIKT B AlMK. Ha npumepe ncnonb3osaHus SQLCipher.
Nnéa: https://www.zetetic.net/sqglcipher/open-source/

YTUANTLI:

https://code.google.com/p/dex2jar/

3abupaem KpunToBaHHy b/l ¢ ycTpolicTBa

adb pull /data/data/[packagename]/databases/filename.db
MNpoBepsiem 4TO WTaTHas yTWuab SQLite3 He unTaeTt B/

> sqlite2 filename.db

>.tables

Owwnbka: dpann wndposaH nnu 6nabnabna.

Paszbupaem AMNK Ha vactn
unzip SecureSQLite.apk

®ainn classes.dex KOHBepTUM B jar AnA aHanMsa
dex2jar classes.dex -o classes.jar

Bepem nroboli java-gekomnune (Hanpumep, JD-GUI) n cMOTpUM java-Kog.

import net.sqlcipher.database.SQLiteDatabase;

SQLiteDatabase db = SQLiteDatabase.openOrCreateDatabase(file, “password”, null);
Bepem ytnanty SQLCipher c http://sqlcipher.net/open-source/, a fanbLue feN0 TEXHUKW.
>sqlcipher filename.db

>PRAGMA key = 'password'
> tables



http://resources.infosecinstitute.com/android-hacking-security-part-16-broken-cryptography/
http://sqlcipher.net/open-source/
https://code.google.com/p/dex2jar/
https://www.zetetic.net/sqlcipher/open-source/

